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Certum SSL For Plesk

Installation and Management Guide
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1. About

Certum SSL For Plesk has been created to assist end-customers who are not highly competent in
complicated process of certificates installation and provisioning. Furthermore, the module also

minimize the efforts of administrators who no longer need to support their clients in that process.



2. Plesk Admin Area

2.1. Installation & Configuration

1. Go to your extensions area

2. Click “Add Extension” and upload installation package

3. After a successful installation, you need set Plesk database connection details in file:

PleskRootPath/admin/plib/modules/CertumSSL/etc/CertumSSL.ini

4. After steps above, you can go to “Certum SSL” extension

p |@ sk web host edition

search...

Hosting Services
A customers
4 Resellers
@ Domains
3¢ Subscriptions
[@ Service Plans
Links to Additional Services
ox Open-Xchange
Server Management
1% Tools & Settings
& wordPress
aB Extensions
My Profile
Profile & Preferences

AP Change Password

Home

din as Administrator - @ Help

Extensions Management

Manage extensions installed in Plesk and access the functions provided by these extensions.

Add Extension

7 items total

Open-Xchange 1.0.0

Skins and Color 2,10

Schemes

Symantec 55

2.0

7 items total

Version

corm . <

Extensions Catalog ~ Settings

Release

1

Remove

Entries per page: 10 25 100 All
Description

Module is to make life easier for endcustomers who are not familiar with the complicated process
of certificates installation and provisioning. It will also reduce efforts of administrators who will be
not assisting their clients.

Open-Xchange mailbox manager

This extensicon allows you to change the way Plesk interface locks. You can select one of the
predefined color schemes or specify your own colors.

Used to manage domain SSL

Web Business Builder (WBB). powered by Yola, provides a user friendly way to create professional
websites, with a WYSWYG editor and mobile friendly features. Web sites created with WEB may he
enhanced with an eCommerce stere for online sales to help drive customers to the site.

Atool for investigation and correction of possible errors in web servers configurations. ?

If you're looking to build a professional website that's fully customisable and easy to manage. then
BaseKit is answer.

Entries per page: 10 25 100 All

5. You will be moved to Certum SSL configuration page.
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2.2. Management

Now in Configuration part, you may:

load and export saved configuration to PredefinedConfiguration.ini file (it is stored in

pleskRootPath/admin/plib/modules/CertCenterSSL/etc/PredefinedConfiguration.ini)
add multiple API accounts and to each you will be able attach products

manage Admin and User notifications

billing url which will be displayed in client Plesk module page

provide maximum number of the latest log entries that will be stored in Logs section.
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1 Home
Hosting Services
L Customers
Resellers
3 Domains
Subscriptions
[if] Service Plans
Links to Additional Senvices
Open-Xchange
Server Management
1Y Tools & Settings
% WordPress
am Extensions
My Profile
4 Profile & Preferences

A Change Password

A Change View

Home  Cate

Certum 55L

< Manageriant

2= Administrator - @ Help

© Certum

Configuration

Ezport Configuration Load Configuration

AF| Configuration

APEURL = httpsf213.222. ernvice/Partn
User* certum@modulesgarden.com
Password * AlkwhtUgAEWCwEme

Attached Products Space55L Domain Walidation
SpaceS5L Wildcard

SpaceSEL MultiDo

Comme|
Trusted S5L

Trusted Wildeard S5L
Trusted MultiDomain 551
Tast S5L

Premium EV 551

@ Premium EV Mul
Open Source D
Standard

Language * PL «

Test Connection Add New Account

Billing URL Configuration

Billing LIRL httpcff192.168.56.101 fwhmcsla

Admin Notifications

Administrator Emai

Notification Sender Email

User Motifications

Su mail Subject

Success Email Message

APl Logs Configuration

Limit Activity Log

* Required fields

In Logs section you will find entries on any actions. You may always turn the Logs On/Off if needed

or Clear all entries.
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Hosting Services
A customers
3, Resellers
@ pomains
#f subscriptions
[ Service Plans
Links to Additional Services
Open-Xchange
Server Managem:
1Y Tools & Settings
& WordPress
B Extensions
My Profile
[#9 Profile & Preferences

£ Change Password

E7 Change View

Home  Extensions Management

Certum SSL

[oe ]

© Certum

s Administrator ~ @ Help

Currently API logs are

3items total

ID  Date API Request

3 2018-08-24 1056138 <7xml version="1.0" encoding="UTF-8"7>

<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://schemas.xmlscap.org/soap/envelope/"
xmins:ns1="http://webservice.api.muc.unizeto.pl/"><SOAP-ENV:Body>
<ns1:getStatement><requestHeader><authToken>
<password>alkwhtUgAGVCw3mé=/password>

<userName>certurr lesgarden.com</userName=</authToken>
</requestHeader=<language>pl</lang 1:get n
</SOAP-ENV:Body></SOAP-ENVI p

2 2016-08-24 10:56:28 <7xml version="1.0" encoding="UTF-8"7>

<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/”
¥mins:ns1="http://webservice.apl.muc.unizeto.pl/><SOAP-ENV:Body>
<ns|:getstatement><requestHeaders<authToken>
<password=>4lkwhtUgA6VCw3me</password=>

<“userName=certur dulesgarden.com</userName=</authToken>
</requestHeader><language=pl</language></ns1:getStatement=
</SOAP. P. pi

1 2016-08-24 10:56:24

<2xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmIns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/”
xminsins1="http://webservice.api.muc.unizeto.pl/"><SOAP-ENV:Body>
<ns1:getStatement><requestHeader><authToken=>
<password>4lkwhtUgAGVCw3m6</password=>

API Response

<spap:Envelope
I “http://schemas.xmlsoap prenvelopes>

P! X tStatementRespon:
xmins:ns2="http://webservice.api.muc.unizeto.pl/">
<responseHeader=<successCode>0</successCode>
<timestamp>2016-08-24T12:00:40.194Z+/timestamp>
</responseHeader><statement><p>

ZANIM ZLOZYSZ WNIOSEK O WYDANIE CERTYFIKATU,
ZAAKCEPTUJESZ CERTYFIKAT BADZ UZYJESZ GO PROSIMY ABYS
PRZECZYTAE NINIEJSZE &bdquo;WARUNKI UZYTKOWANIA
CERTYFIKAT&OacutesW NIEKWALIFIKOWANYCH rdguo; ZWANE -
DALE] &bdquo; WARUNKAMI UZYTKOWANIArdguo;. JESLI NIE

DALE) &bdquo;WARUNKAMI UZYTKOWANIAZrdquo;. JESLI NIE -
ZGADZASZ SIE Z WARUNKAMI UZYTKOWANIA, NIE SKEADA] WNIOSKU
O WYDANIE CERTYFIKATU, NIE AKCEPTU] CERTYFIKATU | NIE UZYWA]
GO.&nbsp;&nbsp;&nbsp;&nbsp:&nbspi&nbsp;&nbsp;&nbsp;&nbsp:
&nbsp:&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp:&nbsp;&nbspi</p>
“p

NINIEJSZE WARUNKI UZYTKOWANIA OBOWIAZUJA OD
MOMENTU PRZESEANIA PRZEZ CIEBIE DO &bdquo;CERTUM &ndash;
POWSZECHNEGO CENTRUM CERTYFIKAC)I&rdquo; ZWANEGO DALE]
2bdquo;CERTUM PCC&rdquo; WNIOSKU CERTYFIKACYJNEGO DO
ZAKONCZENIA OKRESU WAZNOSCI LUB UNIEWAZNIENIA
OTRZYMANEGO CERTYFIKATU. PRZEDKLADAJAC WNIOSEK @

<soap:Envelope
“hitp://schemas.xmlsoap. p/envelopes™
<soapiBody><ns2:getStatementResponse
xmins:ns2="http://webservice.api.muc.unizeto.pl/"™>
<responseHeader=><successCode>0</successCode>
2016-08-24T12:00:26,332Z</timestamp>




3. Plesk Client Area

3.1. Certificates Installation
Log into your Plesk account. Find Certum SSL under Additional Services section. Here you

will find a list of currently installed certificates with any available details on them such as:
*  Name of certificate type
* Serial Number of certificate
* Domain where certificate is installed
»  Token Activated — date when used token was activated to instal the certificate
* Valid From — date from certificate has been active
*  Valid Until — date until certificate will be active
* Certificate Status — status of requested certificate

* [Installed — shows if current certificate has been installed directly in Plesk

available Actions - dependable on the current status, see below for details

In order to install a new certificate you need to fill out any required field in 'Install New Certificate'

section.
1. Provide your voucher in Token field (use Certum SSL Token For WHMCS to generate it)

2. Press OK.

iin as Armando Testerro =

p | e Sk web host edition 4m Back to Administrator

. ol Certum SSL

@ Websites & Domains

@ Help ~

on All subscriptions +

© Certum

Currently Installed Certificates
Q L ET Mo items found.

Install New Certificate

&t Applications

Token* QYias2lecalocabe

* Required fields “

L]




@ Websites & Domains
Mail
Applications
Files
Databases
Statistics
Users

Account

uzycia certyfikatu.

6. GWARANCJE UNIZETO
Unizeto gwarantuje:

® Swiadczenie ustug bedacych przedmiotam ninigjsze] umowy z zachowaniem zasad nalezytej starannosci zgodnie z postanowieniami
niniejszej umowy, Kodeksu Postepowania Certyfikacyjnego, wytycznych EV Guidelines oraz

» okres gwarancji na swiadczone przez Unizeto ustugi certyfikacyjne jest tozsamy z okresem waznosci certyfikatu.

* w przypadku zakonczenia dziatalnesci lub przekazania zadan przez CERTUM PCC w trybie okreslonym przez Kodeks Postepowania
Certyfikacyjnego, Subskrybent otrzyma zwrot kosztdw wydanego certyfikatu propercjonalnie do pozostalego okresu jego waznosci.

* wartosc transakgji objetych gwarangjg CERTUM PCC jest ograniczona do kwot okreslonych w Kodeksie Postepowania
Certyfikacyjnego.

7. ZASTRZEZENIA
Unizeto zastrzega, ze:

® nie ponosi odpowiedzialnosd za szkedy wyrzadzone osobom trzecim przy uzyciu niniejszego certyfikatu. za wyjatkiem szkod
powstatych z winy umyslngj Unizeto,

* ninigjszych certyfikatdw waolno uzywac tylke zgodnie z zasadami okreslonymi prawem, wytacznie przez uprawniony do tege podmiot
oraz zgodnie z niniejszymi Warunkami Uzytkowania,

= Unizeto nie ponosi edpowiedzialnesci za skutki dziatan Subskrybenta i osob trzecich, a w szczegolnosci:
o wadliwg instalacje i uzytkowanie certyfikatu oraz straty wynikle z jakosci sprzetu stosowanego przez Subskrybenta i osoby trzecie,
o straty wynikle z niewtasciwego stosowania | braku odpowiedniego zabezpieczania przez Subskrybenta iosoby trzecie kluczy lub

wydanego certyfikatu.
* Unizeto nie ponosi cdpowiedzialnesci rowniez za straty poniesione na skutek dziatania sity wyzsze]...

After confirmation of statement you will be redirected to Certificate Details Page.

Here you have to fill out all the contact data:

* Certificate and Contact Details

* Press Confirm
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Plesk
Web Host Edition

Mai Email Addresses
Certum SSL e Certum

Install New Certificate

- Arbermions- @ Hep= - Odin

48 Back to Administrator e T

'u? Websites & Domains

iy Mail
Token id821gCcrGG
# Applications
Install On geotrusttruebusinessidevwildcard. mg-testl.com ¥
=l Files
Certificate Details
& Databases
Organization
Il Statistics Organizational Unit
A Users Locality
P State or Province Name
Country * Select v
Email

Contact Details

First Mame *

Last Mame *

Ernail *

Address *

Postal Code *

City *

Country * Select v
Phone *

Organisation Mame

Tax Number

Verification Phone Nurnber

Your newly added certificate should appear on the list of awaiting certificates with available

information.
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Certum S5t © Certum

@ Websites & Domains
Certificate has been successfully saved
= Mail

% Applcat Currently Installed Certificates
Applications

1 items tota Entries per p
B8 Files
Name Serial Number Domain Token Activated Valid From Valid Until Certificate Status Installed Actions
£ Databases Trusted 551 None konradtest!.com 2016-08-24 13:54:26 None None REJECTED Not Installed Details
Statistics 1 items total Entries per page: 10251
L users Install New Certificate

Arcount If you want to purchase a token to install certificate go to billing page: http://192.168.56.101/whmcs/a

Token*
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3.2. Management Actions

Details: Order information

Organization Infoermation
Mame: Dariusz Bi
Tax 1D: 213

Order Details
WVoucher Code: QYid82|gCctGGELG
Order ID: 925027
Reissue: false
Domain: konradtest1.com

Requestor Information
First Mame: Dariusz
Last Mame: Bi
Address: Rzeszow
City: Rzeszow
Country: PL
Email: dariusz.bi@meodulasgarden.com
Phone: 123455789
PostalCode: 35-111

Reissue: certificate must have VALID status to use this option. If you use Reissue button,
CSR and Private Key will be altered for the already active certificate. You will have to fill

out Certificate details and then press Reissue Certificate.
Revoke: only VALID certificates can be revoked (must have serial number)

Cancel: certificates that have either Revoked or Awaiting status can be canceled.

12
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4. Common Problems

1. When you have problems with connection, check whether your SELinux or firewall does not
block ports

2. Multidomain SAN are not supported

3. “Wildcard” certificate can't generate CSR and they return error — more details in
comments: http://download]1.parallels.com/Plesk/PP12/12.0/Doc/en-US/online/plesk-api-
rpc/index.htm?fileName=34891.htm

13



	1. About
	2. Plesk Admin Area
	2.1. Installation & Configuration
	2.2. Management

	3. Plesk Client Area
	3.1. Certificates Installation
	3.2. Management Actions

	4. Common Problems

