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5. Common Problems



1. About

Certum SSL For cPanel has been created to assist end-customers who are not highly competent in
complicated process of certificates installation and provisioning. Furthermore, the module also

minimize the efforts of administrators who no longer need to support their clients in that process.

2. WHM Admin Area

2.1. Installation & Configuration

1. Connect to your server via SSH
2. Download CertumSSL For cPanel package, unpack it and drop into a correct directory.
3. Run command in your console:

Jinstall.sh

*In case you want to uninstall your module simply run:
J/uninstall.sh

root@cpanel:~/certum




4. Log into your WHM, proceed to Plugins — CertumSSL
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5. You will be moved to Cerum SSL configuration page.
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2.2. Management

Now in Configuration part, you may:

* load and export saved configuration to PredefinedConfiguration.ini file (it is stored in

cPanelRootPath/whostmgr/docroot/cgi/CertumSSL/etc/PredefinedConfiguration.ini).

* add multiple API accounts and to each you will be able attach products

* manage Admin and User notifications

* billing url which will be displayed in client cPanel module page

* provide maximum number of the latest log entries that will be stored in Logs section.

In Logs section you will find entries on any actions. You may always turn the Logs On/Off if needed

or Clear all entries.

oy QIreco

# Date

4 2016-08-04
08:85:30

2 2016-08-04
08:55:28

© Certum

Configuration

Currently API logs are m

Request

<?xml version="1.0" encoding="UTF-8"7>
<SOAP-ENV:Envelope xmins:SOAP-ENV="htl
xmins ns 1="http://webservice.api muc unizeto.plf

f/schemas xmisoap.org/soap/envelope/”
<SOAP-ENV-Body ><ns 1:getOrderBy OrderlD>< requestHeader>

Logs

Clear Logs.

Response

<soap'Envelope xmins:soap=""http://schemas.xmisoap.org/soaplenvelope/”><soap:Body>
<ns2: getOrderBy Order| DRes ponse xmins:ns2="http://webservice. api.muc.unizeto. pl"> <res ponseHeader>
<returnCount>1</retumnCount: 2016-08-04T09:59:20 130Z</timestamp>
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e
<lorderDetail:
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derDate>2016-08-03T11:58:21.321Z</orderDate>
<orderlD>91577 1</order| D> <orderStatus > AWAITING</orderStatus > < product Code>60 1</productCode></orderStatus>
<[Order></orders></ns2: getOrderBy Order| DRes pons > </soap Body></soap-Envelope>

pl

<Pl versi " encoding="UTF-8'7> <soap Envelope xmins soap=""http.//schemas.xmisoap.org/soap/envelope/"><soap Body >

<SOAP-EN pe xmins:SOAP-ENV="http://schemas xmlsoap.org/soaplenvelope/” <ns2- getOrderBy Orderl DResponse xminsns2="http://webservice api muc unizeto pl/"> <responseHeader>

xmins ns1="http://webservice.api.muc. unizeto. pll"><SOAP-ENV-Body><ns 1-get OrdeBy OrderlD>< requestHeader> <retumCount>-1</retumC d 2016-08-04T09:59:18 3872< timestamp>
<authToken><p AkhtUgABVC @ . p ders><Order><orderDatails ddressLine >R inet>
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</soap: Envelope>

derlD>915746</orderID:

d
Ins2: getOrderByOrder| DRespons > </soap: Body>




3. cPanel Client Area

3.1. Certificates Installation
Log into your cPanel account. Find Certum SSL under Security section. Here you will find a

list of currently installed certificates with any available details on them such as:
*  Name of certificate type
» Serial Number of certificate
*  Domain where certificate is installed
» Token Activated — date when used token was activated to instal the certificate
* Valid From — date from certyficate has been active
* Valid Until — date until certyficate will be active
*  Certyficate Status — Status of requested certyficate

* Installed — Show if current certyficate has been installed directly in cPanel

available Actions - dependable on the current status, see below for details

In order to install a new certificate you need to fill out any required field in 'Install New Certificate'

section.

1. Provide your voucher in Token field (use CertCenters Token For WHMCS to generate it)

2. Press Confirm.

Install New Certificate
f you want purchase token for install certificate go to billing page: http://192.168.56.101/whmcs/

Token* ShbskQ5eQalAyhyC

—

* Required Fields

You are now redirected to Certificate Statement Page.
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5. SUBSCRIBER STATEMENT

The Subscriber declares that:

.'&% * he/she thoroughly familiarized with and accepted these Terms of Use, the Certification Policy of CERTUM's Non-Qualified Certification
Services and the Practice Statement of CERTUM's Non-Qualified Certification Services,
* any information provided by the Subscriber regarding the Certificate Request is correct and true and has been given voluntarily and
Unizeto Technologies S.A. established in Szczecin, ul. Krélowe] Korony Polskiej 21 will be the administrator of this data,
* Dbears liability for the damages that are a consequence of falsifying of data and inappropriate usage of the issued certificate.

6. UNIZETO GUARANTEES
Unizeto guarantees, that:

* its activity and services covered by these Terms of Use are provided with adequate care and in accordance with provisions of these
Terms of Use, the Certification Practice Statement, the Baseline Requirements for the Issuance and Management of Publicly-Trusted
Certificates and the EV Guidelines

* the warranty period for certification services rendered by Unizeto is equal to the validity period of the certificate.

* in the case of termination or cessation of certification services, CERTUM PCC - in accordance with the Certification Practice
Statement - pays compensations of issuance fees to the subscriber proportionally to remaining validity period of the certificate.

* CERTUM PCC financial warranty, in relation to the transactions covered by the guarantee, is limited to amounts described in the
Certification Practice Statement.

7. STIPULATIONS
Unizeto reserves that:

* does not take any responsibility for the actions of other third parties using the certificate, except for damages which are the fault of
Unizeto,
» certificates issued by CERTUM PCC may be used only in accordance with the principles of the law, only by an authorized entity and in
accordance with these Terms of Use,
* does not bear responsibility for the consequences of the actions of Subscriber and third parties, particularly for:
> damages arising from the incorrect installation and usage of the certificate and damages due to the quality of equipment used
by the Subscriber and third parties;
> the damages arising from inappropriate usage of issued certificates or inappropriate security of the private key by the
Subscriber and third parties.
* does not bear responsibility for unforeseen events beyond its reasonable control and occurring without its fault or negligence (force

majeure).

* Required Fields

cPanel -:.: Macierzysty ~ Znakitowarowe  Dokumentacja

After confirmation of statement you will be redirected to Certyficate Details Page.
Here you have to fill out all the contact data:
* Certificate and Contact Details

* Press Confirm
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Your newly added certificate should appear on the list of awaiting certificates with available

informations.
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3.2. Management Actions

¢ Details: Order information

Certificate Details

Order Information
Voucher code: d45vxR4a85WQGuUoY
Order ID: 916245
Domain: newstg.com
Revoke Date: MN/A

Contact Details
First Name: Jon
Last Name: Snow
Country: AF
City: WinterFell
Address: Black Castle
Phone: 123456789
Email: jonsnow@gmail.com

Postal Code: 32-345 b

Cloze

* Reissue: certificate must have VALID status to use this option. If you use Reissue button,
CSR and Private Key will be altered for the already active certificate. You will have to fill

out Certificate details and then press Reissue Certificate.
* Revoke: only VALID certificates can be revoked (must have serial number)

* Cancel: certificates that have either Revoked or Awaiting status can be canceled.



5. Common Problems

1. When you have problems with connection, check whether your SELinux or firewall does not

block ports
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