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1. About 
 
Certum Certificates For WHMCS allows you to offer a wide variety of certificates from your own WHMCS. 

Additionally, your customers can manage their certificates straight from your WHMCS Client Area. 

 

Client Area Features 
 

 Configure Certificate 

 View Order Details  

 View Certificate Details 

 View Contact Details  

 Send Certificate by e-mail 

 Change verification method for the domain 

 Generate new verification code for certified e-mail/domain  

 Save Certificate 

 Check order state, add the verification documents 

 Check domain verification state 

 Reissue Certificate, add the domains to the certificate 

 Renew Certificate 

 Revoke Certificate 

 

Admin Area Features 
 
 

 View Order Details  

 View Certificate Details 

 View Contact Details  

 Send Certificate by email 

 Change verification method for the domain 

 Generate new verification code for certified email/domain  

 Save Certificate 

 Check order state 

 Check domain verification state 

 Reissue Certificate, add the domains to the certificate 

 Renew Certificate 

 Revoke Certificate 

 Cancel Order 
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Additionally 
 

Supports WHMCS V8.12 and Later 
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2. Installation 
 
This section describes how to install the plugin and set up a product. 
 

1. Let's start by downloading Certum Certificates For WHMCS from the repository. 
2. Upload archive to your WHMCS root folder and extract it. Files should automatically jump into 

their places. 
3. If you are using template other than default, copy into it files configurecertificate.tpl and 

configuressl2.php located inside of your_whmcs/templates/default. Additionally, remove all 

files from your_whmcs/templates_c folder. 

4. Log in to your WHMCS admin area, go to System Settings → Products/Services and use Create 

a New Group. 

5. Fill in Product Group Name (a product group will be visible under that name in your 

WHMCS system) and press Save Changes. 

6. Afterwards, press Create a New Product. Choose a previously created product group from a 

Product Group dropdown menu. Fill in Product Name select CERTUM_Certificates module 

and press Save Changes. 

7. If you wish to automatically renew services for your clients by WHMCS, set up recurring pricing 

at the Pricing tab. More information about setting up this tab can be found here: 

http://docs.whmcs.com/Products_and_Services#Pricing_Tab . 

8. Go to Module Settings tab. Now, fill in API user access details into Username and Password 

fields and press Save Changes. 

9. Next, select the product you wish to offer using Product dropdown menu and set its additional 
settings: 
 Product – a certificate type you are going to resell.  
 Additional Domains – by default allows to provide up to 10 domains to the certificate. 

Used in multidomain certificates. 
 Domains Limit – used with Additional Domains, changes default number of the domains 

which your client can provide to the certificate. 
 Allow To Add More Domains – it allows to add desired number of domains to the 

certificate. The max number of the domains is defined by API product. It also enables 
Reissue with adding the new domains. 

 Wildcard – required for wildcard certificates. 
 Default Language – it sets the default language of the e-mails sent to the customers 

by Certum if this option is turned on for the API account. 
 Display renew in Client area – it allows the client to renew the certificate manually. 

10. Confirm the product configuration using Save Changes. 
 
You have successfully set up a Certum Certificates For WHMCS product.  
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P. 1: Przykładowe ustawienia produktu Certum Certificates For WHMCS. 

P. 2. Example product configuration view in Certum Certificates For WHMCS. 
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P. 3. Certificate product on the order form. 

3. Configuration & Management 
 
This section describes how to manage and configure your Certum Certificates For WHMCS to fit your 
needs. 
 

3.1. Client Area 
 
All information about client area side of Certum Certificates For WHMCS can be found at this 
section. 
 

3.1.1. Order & The First Step Of Configuration 
 
Let's start by ordering a previously configured product. At this step your it is not needed to choose a 
domain, therefore it is recommended to leave Require Domain checkbox at the product 
configuration unchecked.  
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P. 4. Certum Certificates product at the client area. 

The next step is to configure the certificate. Click to configure certificate option proceeds.  
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P. 5. Order configuration. Step 1. Providing details, part 2. 

Now it’s time to provide CSR and contact details. It is recommended to save the private key 
generated along with CSR. 
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P. 6. Order  configuration. Step 1. Providing details, part 2. 

Additionally, scroll down and make sure administrative contact information is correct. Confirm using 
Click to Continue.  
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P. 7. Step 2 of certificate configuration for ID certificate. 

P. 8. Step 2 of certificate configuration for single domain SSL certificate. 

3.1.2. The Second Step Of Configuration 
 
The second step varies depending on the certificate type ordered. Below all of the types are described. 
 

S/MIME 
As the screens below presenting, there is no additional options required to choose as the certificate 
does not allow to set up the domains.  
 

 
 
 
 

SSL (Single Domain) 
 
This type of certificate allows to choose verification method as well as decide whether to protect “www” 
subdomain of the domain, or not.  
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P. 9. Step 2 of certificate configuration for multidomain SSL certificate. 

SSL (MultiDomain)  
Multidomain certificate offers protection of multiple domains. It allows to set up multiple domains, but 
only if Additional Domains option is enabled for the product. The default amount of the domains is 10. 
  

 
 
 
 
 
More than 10 domains can be provided when Allow To Add More Domains option is enabled for the 
product or more than 10 domains is set using Domains Limit. It also enables providing the domains using 
the list, copied for example from the text file. 
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SSL (Wildcard)  
Wildcard certificate configuration is similar to the configuration of a single domain SSL certificate. 
The only difference is that Wildcard certificate protects also all the subdomains of the certified domain. 
 

P. 10. Step 2 of certificate configuration for multidomain SSL certificate using the domain list. 
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P. 11. Step 2 of certificate configuration for Wildcard SSL certificate. 

P. 12. Step 2 of Code Signing certificate configuration. 

 

 
 
 
 
 

Code Signing  
Similar to the S/MIME product, there is no need to choose any options at the second step of configuration, 
as it does not allow to set up the domains.  
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P. 13. Certum Certificates For WHMCS product in client area. 

3.1.3. Certificate Management 
 
Clients are able to fully manage their certificates from WHMCS Client Area. Screen below shows basic 
information about the certificate on the main page of the product. Additionally, it is available to show the 
certificate and the contact details through, using corresponding options presented below. 
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P. 14. Certificate page at the client area. 

 
At the certificate page it is available to show the certificate as well as download it as a .cer file using Save 
button.  
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P. 15. Contact details at the client area. 

Contact page contains contact details provided during certificate configuration.  
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P. 16. Certum Certificates For WHMCS with additional actions at the client area. 

Actions dropdown provides access to the several options: 
 

 Show Certificate – downloads certificate and its intermediate certificates. 
 Provide new CSR to Renew – allows to save new CSR to renew the certificate in the future or 

automatically by WHMCS. 
 Send Certificate – sends the certificate to the certificate owner e-mail address. 
 Change/resend verification – allows to change a chosen domain verification method or resends 

existing verification for certified domain or e-mail address. 
 Reissue Certificate – issues a new copy of existing certificate. If Product validity date is greater 

than expiration date of the certificate, reissue will issue the certificate for the next time period 
within product validity date. 

 Revoke Certificate – revokes the certificate. 
 Show domain verification – checks the status of domain verification. 
 Show order state – checks the status of the order and its particular steps. Shows the verification 

documents added to the order and allows to add more. Shows Product validity date which is the 
maximum expiration date for the certificates issued for this ordered product. 

 Renew Certificate – issues a new certificate for next cycle and with new product validity date. 
 Request Cancellation – active certificate is requested to be removed, available only for recurring 

payment products. 
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3.1.4. Checking the verification status of the certificate order and adding documents 
 
Client can check the verification status of the certificate order and documents directly from the Client Area 
of WHMCS. After completing the certificate configuration form, required verifications and adding required 
documents. It is available using Show order state in the Actions drop-down menu. The  verification status 
of each item is presented in the status table. 

 
P. 17. Checking the order state. 

 
To add verification document to the order, it is required to select one or more files from the disk using Add 
documents option. 
 

 
  

P. 18. Adding the documents to the order. 
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P. 19. Certificate renewal form. 

3.1.5. Renew Certificate 
 
Clients are able to renew their certificates straight form WHMCS client area. After certificate 
configuration form is completed and Certification Authority issued the certificate, a new certificate will 
replace the expired one. After completing all required verifications, certificate will be issued. Renew 
works only with products dedicated to be renewed (renew product code has to exist in Certum offer and 
be enabled on your API account). 
 
Renew Certificate under Actions allows to proceed. To send renew request, it is needed to fill in a Serial 
Number and the new CSR or a PEM and the new CSR. Serial number can be found at the main page of 
certificate in the client area. 
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Auto-renew of the certificate for Recurring payment products – Provide new CSR to Renew 
 
WHMCS gives customers the ability to auto-renew their certificate using the Recurring payment mode 
setting. 
 
In the case of products with the Recurring payment mode set, the certificate renewal function by the 
Renew Certificate is not available. In this case, WHMCS will itself issue an invoice for the renewal of the 
service 7 days before the certificate expires. If the client has provided a new CSR to issue a certificate for 
the next period, the module will attempt to renew it. After the certificate is issued, the new certificate is 
displayed and the expired certificate becomes unavailable. 
 
Provide new CSR to Renew option in the Actions menu and confirmation with Save button allows to save 
the new CSR for use in the certificate renewal process for the new period. The CSR pasted and saved there 
will be used by the module to issue the certificate. If necessary, the given CSR can be overwritten with 
another one. 
 

 

 
P. 20. Provide CSR to renew form. 

 
 

For the auto-renew to work properly, running cron is required. After the certificate is issued, cron will 
update the renewal date of the service,  based on the expiration date of the issued certificate. 
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3.1.5. Reissue Certificate 
 
Clients are able to issue a new copy of their certificates straight form WHMCS client area. After customer 
has filled the certificate configuration form out and Certification Authority issues the certificate, a new 
certificate will be available. If old certificate is no more needed, revoke it. 
 
Reissue Certificate option under Actions allows to proceed. A new CSR is required to send the request. 
Serial number should be loaded automatically by the WHMCS. 
 

 
 
P. 21. Reissue of the certificate.
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Reissue certificate with adding new domains 
 
Clients are able to issue a new copy of their certificates with adding a new domains to it. This form of 
reissue requires to verify the control over the domains added to the certificate. Function is available for 
Multidomain SSL products. 
 
To enable reissue with adding new domains, product configuration has to have enabled Allow To Add 
More Domains option. 
 
Press Reissue Certificate under Actions to proceed. To send renew request, it is needed to provide a new 
CSR. Serial number should be loaded automatically by the WHMCS. The new domains can be added using 
Add New Domain: 

 
 
P. 22. Reissue certificate with adding a new domains. 
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After providing the new domains and choosing the verification method, confirmation with Confirm button 
to accept reissue request is required. After completing verification control over the new domains, 
certificate will be issued. 
 

 
 
P. 23. Reissue certificate - choosing the domain control verification method for the new domains. 

 

3.1.6. Revoke Certificate 
 
Clients are able to revoke their certificates straight form WHMCS client area.  
Revoke Certificate option under Actions allows to choose the reason of revocation and proceed. After the 
operation ends, certificate is revoked. 

 
P. 24. Certificate revocation form. 
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P. 25. Admin area of an issued product. 

3.2. Admin Area 
 
From the admin area it is available to manage client's product. On the screen below the admin area of a 
configured and issued certificate is presented. Almost all the actions available at the client area are also 
accessible from the admin area. In addition, admin can cancel the order as long as the certificate is still not 
issued for it. 
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P. 26. Admin area of Certum Certificates For WHMCS with a displayed certificate. 

Serial number button presents the certificate. Details button presents its intermediate certificate. 
 
 

 
 
 

3.2.1. Cancel Order 
 
 
Admin can cancel the order of not issued certificate. 
In Module Commands section and option Cancel Order opens the popup with cancellation 
confirmation. Choosing Yes send the request. 

 
 P. 27. Admin area - cancelling the order. 


